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Application Intelligence Solution Integration with Splunk

This guide provides step-by-step instructions for monitoring application metadata from Gigamon using
Splunk.

Note:

e The guide is intended for customer deployments, and if requires familiarity with basic GigaVUE-
FM and Splunk administration.

e The integration flow outlined in this guide is based on GigaVUE-FM 6.12, Gigamon Deep
Observability App 2.3.1, and Splunk10.0.0. Menu labels and Ul layouts may change slightly across
releases. Always refer to the latest GigaVUE Documentation Library and Splunk documentation
for Ul details.

Prerequisites
Before you start with the integration, ensure the following are in place:
e AMI solutions are deployed. For instructions, refer to:

o Create Application Metadata Intelligence for Physical Environment
o Create Application Metadata Intelligence for Virtual Environment
o Apply Threshold Template (SplunkMetadata Template).

e Access to the Splunk UL

Configure Splunk to ingest CEF data

To configure in Splunk:

Log in to Splunk using your Splunk URL and credentials.
Go to Settings > Data > Data Inputs.

1
2
3. Under Local inputs, select Add new UDP input.
4

Enfer details in the following:

a. Setthe port to 10514. The port value can be changed if needed, but you must use the
same port on the AMI exporter that sends CEF to Splunk.
b. Source name override: Enter a source name.
c. Only accept connection from: Optional (Default)
5. Click Next. In the Input Settings page:
a. Select Custom > cefevents as Source Type.
b. App Context: Gigamon Metadata Application for Splunk
c. Method: IP
d. Index: Default
Note:
The Source Type-cefevents is specific to your add-on. To ensure it appears in the Source Type
selection list, you must include it as part of the add-on package. Refer to the Source Type
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6.

creation guidelines for more information. When defining a Source Type, you also specify the
category under which it is classified.
Under the Review page, verify the configurations and click Submit.

Configure Splunk details in GigaVUE-FM and Deploy

Before you begin, ensure AMI Monitoring Session is deployed and running.

To set up Splunk details in GigaVUE-FM:

SANEANE S e

Note:

Sign in to GigaVUE-FM.
Navigate to Traffic > Virtual > Orchestrated Flows and select your platform.
Open the monitoring session that contains the AMI node, and then open Traffic Processing.
Select the AMI node in the monitoring session to open its configuration panel.
To configure the Exporter, select the AMI Node, click on Menu > Details. Open Exporters Section.
In the Exporters section do the following configuration:

a. Click the Actions dropdown, select Add Exporter and then provide an Exporter name.

b. Inthe Template, click on Apply Template and select SplunkMetadata Template. (Ensure

the threshold template is applied in AMI Exporter).
c. Click save to apply the configuration.

To add more Application attributes to export metadata in Splunk, users can click on Modify
Applications+ and choose the required attributes from the Application Family.

To configure the Tunnel, add a New Tunnel in the canvas:

a) Enter an Alias, for example, SplunkCEF.

b) Inthe Type drop-down list, select UDP port.

c) Enter the IP address in the Destination Address.
Link the AMI exporter to the newly configured tunnel.
Click Actions > Deploy the Monitoring Session.

Verify the Integration

To verify integration is successful:

1.
2.

In the Splunk Ul, click on Gigamon Deep Observability App - CEF. Select Search and Reporting.

In the search bar, run a query in the Source field in the format: °
default_index” sourcetype=cefevents and click Save.

APPLICATION METADATA INTELLIGENCE WITH SPLUNK CLOUD (CEF) INTEGRATION GUIDE | 5


https://help.splunk.com/en/data-management/get-data-in/get-data-into-splunk-enterprise/10.0/configure-source-types/create-source-types

splunk DEVLICENSE:MRUDULA ORUGANTIGGIGAMON.COM Administrator Settin t P Find o}

arch  Anaiylics  Datesets  Reporis  Alerls shboards > Search & Reporting
New Search SaveAsv  CreateTableView  Close

“derault ingex sourcetypescetevents ine e s s s+ [
2,462 events (2/16/26 7.15:13.000 AM to 2/16/26 73013000 AM)  No Event Sampling = Jobw » & 4  BVerboseModer

Events (2,462)  Patterns  Statistics  Visualization

# Timeline format = —Zoom Out 1 minute per column
[ | [ ..
# Format v Show: 50 Per Page v View: List 2 3 4 5 & 7 B8 Next >
< Hide Fields R L G0
SELECTED FIELDS > 2/16/26 Mon Feb 16 87:29:15 2026 VSeries.18.115.81,127-1 CEF:0|Gigamon|metadata|6.12.08|4|metadata generation|6|GigamonApplicationID=71 dMac=33:33:80:08:00:16 sMac=00:50:56:b2:f2:82 Gigamo
7:29:15.000 AM nMdataSrcIpv=Te80: 6000: 0004 0800: 0250: 5671 Teb2: 7282 Gi Ipve=ffez H 16 Gi pVer=6 devicelnboundInterface=0 Gi V&

a GigamonMdataAppTags 1 . N .

host 2 =58 GigamonInitiaterOctets=20 CigamonResponderOctets=0 GigamenInitiatorPackets=1 Gi 5=0 aFlowStartMsec=2026:02:16 07:29:02.212 GigamonMdataFlowEndMsec

© 1 =2826:02:16 87:29:02.212 GigamonMdataIntfName=a IntfID=0 imeFirst=2129139208 GigamonMdataSysUpTimeLast=212913920@ GigamonMdataFlowEndReason=1 Gi

gamonApplicat =1.cmp £ =Basi king, Standards-based GigamonFlowID=12221188681377550337 GigamorMdataSeghun=36998

a sourcetype 1
GigamonMdataAppTags - Basic | host= 172311232 | source - cef  sourcetype - cefevents

INTERESTING FIELDS

> 20626 Mon Feb 16 67:29:15 2026 VSeries.10.115.81.127-1 C 16.12.00] 4| metadata generation|6| dMac=01:00: 5:00:00: 81 sMac=55:55:55:55:55:55 src=0

# date_hour 1 72915000 AM .. dst=224.0.9.1 GiganondatalpVer=4 proto=2 devicelnboundlnterface=d GigamonInitiat =60 Gi =0 GiganonlnitiatorPackets=1 GiganonResponderPackets=0 Giga

it date_mday 1 roriataFLows tar thsec=2026:02:16 67:39:02,212 GiganontdataF lonEnsec=2026:02: 16 07:29:02.212 ntfNane=8 G ntfID=0 JoTimeFirst=212813929

# date_minute 10 o UpTimeLast=2123139200 icationName=ignp ~Basic,Netnorking, Standards-based GiganonFlowID=122211880813754531

a date_menth 1 85 Giganontdataseqhun=36997

# date_second 60

e ley 1 GigamonMdataAppTags = Basic | host= 172311232 | source = cef  sourcetype = cefevents

# date_year 1 > 2016/26 Mon Feb 16 87:27:11 2826 VSeries.18.115.81.127-1 CEF:0|Gigamon|metadata|6.12.08|4|metadata generation|6|GigamonApplicationID=71 dMac=33:33:88:08:08:81 sMac=55:55:55:55:55:55 Gigamo

a date_zone 1 7:27:M000 AM  rhdataSrclpv6=fe80: 6000:0000:0800: FFFF: FFFf: FFFF:FFFF G t1pve=FFo2 161 pler=6 devicelnboundInterface=0 GigamonhdataNextHdrVs

# devicelnboundinterface 1 =58 GigamonInitiatorOctets= ts=0 GigamonInitiatorPackets=1 Gi Packets= lowStartMsec=2026:62:16 B7:26:57.412 GiganonMdataFlowEndMssc

a dMac 100+ =2026:02:16 07:26:57.412 GiganonMdatalntfNane=d GigamondataEgressIntfID=0 GigamontdataSysUpTimeFirst=2129614400 GiganondataSysUpTinelast=2129614400 GiganontdataFlovEndReason=1 Gi

i dpt 14 gamonppl o ~gasic, ,Standards-based GigatonFlowID=12221188681373356033 GigamortidataSeqNun=36596

CRoiR GigamonMdataAppTags = Basic | host= 172311232 | source= cef  sourcetype = cefevents

iggamonAnplicationlD 13

&nnApphcannnName 13 > 2016026 Mon Feb 16 87:27:11 2026 VSeries.10.115.81.127-1 CEF:0|Gigamon|metadata|6.12.00]4|metadata gsneramome\mgamnmpphcm.mm 71 dMac=33:33:09:00:00:16 sMac=80:50:56:b2:12:82 Gigano
rAnEinwin 100 TOTHMOONAM  sMAaraCrATAvR=FaR0- GOAA-OOAR- OAAR- 0IRD- RRFF- Fan- FIR) TruRarea . =AY AATHRAAATAP SR FanaaD (21 aamARMA SNay PHARUS

Visualize the Dashboards Using Gigamon Deep Observability App

You must install predefined dashboards to visualize the application metadata in your Splunk instance. To
install the predefined dashboards:

1. Go to Apps > Find more Apps from your Splunk Environment.

2. Search for "Gigamon”

3. Install the Gigamon Deep Observability App — CEF app.

4. Open the installed app and verify whether the dashboards are populated based on the ingested
traffic.
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